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Forward

Given today’s technology, [six 9s] is unachievable for all 
practical purposes, and an unrealistic goal. 

- Evan Marcus and Hal Stern, 20001

My, how things change in just a few years! Not only are we going 
to talk about achieving systems with six 9s availability but also with 
eight 9s availability and beyond. Furthermore, we are not talking just 
about system availability. We are talking about application service 
availability. After all, following a failure of some sort, if the users of 
an application are being serviced in an unacceptable manner (such as 
experiencing excessively long response times), then the application is 
essentially not available.

If you could configure your current system to: 

• provide extreme availability - MTBFs measured in centuries, 
• affect only a subset of users upon a failure, 
• recover from any failure in subseconds to seconds, 
• lose little if any data as the result of a failure, 
• eliminate planned downtime, 
• achieve disaster tolerance, 
• use all available capacity, 
• load balance at will, 
• be easily expandable, 
• require no change to existing applications, 
• all at little or no additional cost, 

wouldn’t you be interested? We think so, and that is what this book is 
all about. Active/active systems can and do provide these benefits 
today.

1 Evan Marcus, Hal Stern, Blueprints for High Availability: Designing Resilient 
Distributed Systems, Wiley; 2000. 
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Abe Lincoln said that “it is better to remain silent and be thought a 
fool than to speak out and remove all doubt.” At the risk of sounding 
foolish to some, we recognize that there are naysayers who will argue 
that extreme availabilities cannot be achieved. In this book we are 
speaking out, confident that the many examples of successful 
installations of active/active systems will prove us not to be fools, 
notwithstanding Abe.

What is “This Book”? 

We referred to “this book” in the previous section. Actually, when 
we started to write “this book,” we intended it to be the second in a 
series on active/active systems. However, when we finished it, it 
became apparent that it was much too long to be a comfortable single 
book to read. Therefore, we decided to break it up into two volumes.  

We will refer to the (now) three volumes as Volumes 1, 2, and 3.  
“This book” comprises Volumes 2 and 3. The titles of the 
active/active trilogy are: 

Volume 1: Breaking the Availability Barrier: Survivable Systems 
for Enterprise Computing, published by AuthorHouse in 2004, 

Volume 2: Breaking the Availability Barrier II: Achieving 
Century Uptimes with Active/Active Systems, published by 
AuthorHouse in 2007 along with Volume 3. 

Volume 3: Breaking the Availability Barrier III: Active/Active 
Systems in Practice, published by AuthorHouse in 2007 along with 
Volume 2. 

In keeping with Volumes 2 and 3 being essentially one book, this 
Forward is the same in each volume. However, the content of each 
volume is markedly different.  
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Let us now return to the introduction of active/active systems.

Achieving Extreme Availabilities 

The secret to the achievement of extreme availabilities is in the 
configuration. By configuring (or re-configuring) your monolithic 
system as an active/active architecture, the benefits described in our 
introduction can all be achieved. 

What is an active/active system? We define it as a network of 
independent processing nodes, each having access to a common 
replicated database. All nodes can cooperate in a common 
application, and users can be serviced by multiple nodes. 

An Active/Active System 

Network

node A

node D

node C

node B

users

users

data

base

copy 2

data

base

copy 1
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Note an important implication of this definition. Active/active 
architectures are not just about protecting against hardware failures. 
In most cases, any event that will bring down a monolithic system 
will only bring down one node in an active/active system. Such 
failure events include not only hardware faults, but also software 
faults, operator errors, environmental failures (air conditioning, 
power, etc.), and manmade or natural disasters. Active/active 
architectures protect users against all of these faults, allowing service 
to be continued by simply switching users from a failed node to one 
or more surviving nodes. 

Another implication is what active/active is not. Active/active is 
not a technology; it is a business solution. Active/active is not about 
distributed database synchronization; it is about achieving century 
uptimes. More specifically,  

Active/active systems are not co-located clusters. A basic tenet 
of active/active systems is that they protect against area-wide 
problems. If the nodes cannot be geographically separated, 
then they are not part of an active/active system. 

Active/active systems are not independent nodes using a 
common database. In such an architecture, the database cannot 
be geographically distributed and represents a single point of 
failure.

Active/active systems are not those that use hardware 
replication for database synchronization. Hardware replication 
cannot guarantee referential integrity.2 As a consequence, 
applications at synchronized sites cannot use the database 
copies.

2 See Chapter 4, Volume 2, Active/Active and Related Technologies.
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By the same token, active/active systems are not those that use 
software replication engines that do not guarantee referential 
integrity. 

Active/active systems are not clusters. Users on an 
active/active system can be put back into service in seconds by 
switching them to another operating node. Clusters require 
that another node be brought online, a process that typically 
takes minutes. This time delay precludes century uptimes. 

Active/active systems are not lock-stepped or voting systems 
because such designs require each node to process the same 
requests, thus precluding scalability. 

Active/active systems are not limited to enterprise 
applications. There are active/active distributed database 
systems on the market that are loosely coupled and 
synchronized by replication.

Active/active systems do not require distributed disk-resident 
databases. Many active/active systems maintain their 
databases in memory. 

Of course, in some cases, there may be no need for a database in 
an application (for example, a cluster of Web servers). In such 
systems, there is no context saved between operations. Implementing 
clusters of systems such as these is not a difficult task as it is only 
necessary to route any transaction to any surviving server. However, 
if an active database is involved such that context is retained from 
transaction to transaction, then providing a redundant synchronized 
database is necessary. This brings with it a myriad of issues. These 
volumes concentrate on applications which depend upon an integrated 
and updatable distributed database. 
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In many cases, the nodes in the application network are 
completely symmetric. Any transaction can be routed to any node, 
which can read or update any set of data items in the database. Should 
a node fail, users at the other nodes are unaffected. Furthermore, the 
users at the failed node can be switched quickly to surviving nodes, 
with their services restored in seconds or less. 

In seconds is the secret. Common today is the use of cluster 
technology to provide high availability. Should a node in the cluster 
fail, users are switched to a backup node. However, the applications 
on that node must be brought up and database tables and files opened 
before application services can be offered to the users. This process 
typically takes several minutes or more. In active/active 
configurations, all applications are already up and running on each 
node and are actively processing transactions. All that must be done is 
to switch over affected users to surviving nodes. 

Let us say that an active/active system can recover services in 
three seconds and that the equivalent cluster can recover in five 
minutes (300 seconds). The cluster will be down one-hundred times 
longer than will the active/active system. This lops off two nines from 
the cluster’s availability relative to the equivalent active/active 
system. A six 9s active/active system would be reduced to an 
availability of four 9s if it were in a cluster configuration. No wonder 
in 2007 many pundits still state that six 9s is not possible. But it is, as 
we will show in these volumes. 

This leads to one of our availability rules: 

Rule 36: To achieve extreme reliabilities, let it fail; but fix it fast.3

Are extreme availabilities important to you? Are the four 9s 
available with HP NonStop servers or with PC or  Unix clusters 

3 Rules 1 through 35 are formulated in Volume 1 of this series. The complete set of 
rules are summarized in Appendix 1 of both Volumes 2 and 3. 
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acceptable? As we will discuss later, surveys have shown that the 
costs of downtime can range from USD $100,000 to several million 
dollars an hour, depending upon the application. Perhaps even worse, 
downtime can lead to the dreaded “CNN Moment” and massive losses 
in stock value (see Chapter 9, Total Cost of Ownership (TCO), in 
Volume 2 for what happened to AOL in 1996 and eBay in 1999). At 
the extreme, downtime can lead to significant property loss or even 
loss of life. 

Only you can make this judgment. If extreme availabilities are 
important to your enterprise, “this book” is for you. 

A Roadmap Through “This Book” 

As we explained earlier, “this book” is in fact Volumes 2 and 3 of 
our trilogy describing how to achieve extreme availabilities with 
active/active systems. The first volume in this series, published in 
2004 by AuthorHouse (www.authorhouse.com) and entitled Breaking
the Availability Barrier: Survivable Systems for Enterprise 
Computing, referred to herein as Volume 1, lays the groundwork and 
the theory supporting the concepts of active/active systems. These 
two current volumes focus more on the practical aspects of 
implementing these systems.  

They are broken into four parts, Parts 1 and 2 being in Volume 2 
and Parts 3 and 4 being in Volume 3: 

Part 1, Survivable Systems for Enterprise Computing,
summarizes and expands on Volume 1 and provides the 
background for the further topics discussed in these Volumes 
2 and 3. Volume 1 is not needed to understand the content or 
the conclusions of Volumes 2 and 3. 

Part 2, Building and Managing Active/Active Systems,
demonstrates how to build the redundancy required by 
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active/active systems and how to control their cost and 
performance. 

Part 3, Infrastructure Case Study, describes an example of 
commercially available infrastructure products known to the 
authors to be suitable for production active/active systems. It 
also provides a valuable performance analysis tool for these 
products.

Part 4, Active/Active Systems at Work, summarizes many of 
the beneficial uses of active/active systems, provides several 
case studies of active/active systems in use today, and 
describes various related technologies and issues. 

The authors’ intended audience for these Volumes 2 and 3 and 
their predecessor Volume 1 includes IT executives who feel that they 
must reduce the downtime of their systems, system architects and 
senior developers who must build these systems or modify existing 
systems to achieve the required availability, and operations staff who 
must run these systems and recover from system faults. 

Part 1 – Survivable Systems for Enterprise Computing 

As the French biologist Louis Pasteur said, “Chance favors the 
prepared mind.” To prepare ourselves to understand active/active 
systems, Volume 1 of this series laid the groundwork for active/active 
systems and supported the concepts with mathematical analyses. As 
said earlier, Part 1 of this Volume 2 summarizes and expands upon 
the contents of Volume 1. 

In Chapter 1, Achieving Century Uptimes, we talk about what is 
reliability and how to quantify it. We then extend these concepts to 
extremely reliable system configurations called active/active systems. 
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Chapter 2, Reliability of Distributed Computing Systems,
summarizes the mathematical foundations for active/active systems. 
For the reader who is mathematically adverse, you will be pleased to 
know that the rest of this book uses minimal mathematics (except for 
the data replication engine performance model, which is relegated to 
Appendix 2). In fact, Chapter 2 can be skipped without missing the 
main points of the material in the following chapters. 

An overview of active/active systems is discussed in Chapter 3, 
An Active/Active Primer. Here we discuss in some detail the structure 
and characteristics of the all-important data replication engine. We 
also look briefly at the various failure modes and how to recover from 
them as well as how to control costs of active/active architectures. 
These later subjects are analyzed in much greater detail in Part 2 of 
this volume. 

Part 2 – Building and Managing Active/Active Systems 

The whole rationale behind active/active systems is active 
redundancy, which masks failures by recovering from them so rapidly 
that no one notices. A similar but localized philosophy is used in HP’s 
NonStop servers, in which critical software processes are supported 
by backup processes in other processors resident in the same node and 
ready to take over in subsecond time. Also, all databases are 
redundant so that disk faults are masked. 

There are a variety of application network topologies that have the 
characteristics of active/active systems. In Chapter 4, Active/Active 
Topologies, examples of many of these configurations are described. 

In active/active systems, the inherent redundancy includes 
networks, databases, and processing nodes. Chapter 5, Redundant 
Reliable Networks, discusses ways in which to build the reliable 
networks needed for data replication to provide database 
synchronization between distributed database copies, for heartbeats to 
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monitor the health of the processing nodes, and for users to be 
switched between nodes. 

Chapter 6, Distributed Databases, describes how data replication 
engines can be used to keep in synchronism the multiple copies of a 
database in the application network. It discusses issues with 
replication such as data collisions and loss of data following a failure. 
Recovery from a failed database copy and access to a viable database 
copy following a node or network failure are explored. 

The monitoring of a processing node’s health is discussed in 
Chapter 7, Node Failures. A node can be considered to have failed if 
the processing system comprising that node has failed, if its database 
has failed, or if it has lost connectivity to the rest of the application 
network due to network faults. Techniques for recovering from a node 
failure are discussed, including issues such as tug-of-wars and 
operating in split-brain mode. 

A highly beneficial use of controlled failures is shown in Chapter 
8, Eliminating Planned Outages with Zero Downtime Migration
(ZDM). Planned downtime is one of the major causes of reduced 
application availability. In many installations, the planned downtime 
required to upgrade a system or to execute other maintenance 
functions far exceeds unplanned downtime due to faults. In 
active/active systems, a node can be taken out of service purposefully 
with little or no impact on the users. This capability can be used to 
advantage to upgrade hardware, operating system software, 
application software, database structures, and so on. This technique 
also allows the capacity of the application network to be easily 
expanded by adding new nodes online. 

Controlling the cost of an active/active system is as important as it 
is with any other system. However, active/active systems present an 
additional level of complexity. There are many ways to configure an 
active/active system to manage the appropriate compromise between 
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cost, availability, and performance. As we look at different potential 
configurations, how do we know which contenders are the least 
costly? What are the factors that enter into the total cost of ownership 
equation? These topics are discussed in some detail in Chapter 9, 
Total Cost of Ownership (TCO).

Part 3 – Infrastructure Case Study 

In the first two parts of “this book”, we describe why active/active 
systems can provide such high availability and how to build these 
systems. A set of tools is described that form a basis for the 
implementation of active/active systems. In Part 3, we look at a set of 
commercially available tools that fill the needs of active/active 
systems, and a performance model that can be used to gauge the 
effectiveness of such tools. The set of tools which are described are 
necessarily tools with which the authors are quite familiar but are 
otherwise reflective of several such tools in the marketplace.4

The above chapters have covered two of the three legs of the 
active/active triangle – availability and cost. The third leg is 
performance. At the heart of most active/active systems is the data 
replication engine, and the performance of an active/active system is 
directly related to this engine. In Chapter 10, Performance of 
Active/Active Systems, we create a performance model for a generic 
data replication engine and show how its various performance 
measures are affected by a variety of replication engine architectures. 
The mathematics behind the performance model are left for Appendix 
2, Replication Engine Performance Model, in Volume 3. 

The primary facility that is required is an appropriate data 
replication engine. Chapter 11, Shadowbase, describes the 
Shadowbase data replication engine that has been used in many such 

4 See Appendix 4, Implementing a Data Replication Project, in Volume 1 of this 
series, Breaking the Availability Barrier: Survivable Systems for Enterprise 
Computing, AuthorHouse, 2004. 
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implementations. Shadowbase is an example of a data replication 
engine with a very low replication latency (the time it takes for a 
change that is made to a source database to be propagated to the target 
database). Low replication latency is important to minimize data 
collisions and also to minimize data loss following a failure. 

In order to take a node out of service and later return it to service, 
it is important to have a database copy facility that can copy the 
contents of an active database to a node about to be put into service 
(or even after it has been placed into service) while the source 
database is being updated. Chapter 12, SOLV, describes such a utility. 
Working with Shadowbase, SOLV can efficiently make a copy of an 
active database even while that database is being updated. In addition, 
future versions of SOLV will verify that two online databases are in 
synchronism and will resynchronize two active databases by repairing 
rows with differing content.5

In Chapter 13, ZDM with Shadowbase, we discuss the use of 
Shadowbase and SOLV to upgrade nodes in an active/active system 
without taking down the applications. With Zero Downtime 
Migrations, planned downtime can be completely eliminated since 
nodes in an application network can be upgraded without denying 
service to any user. Upgrades can include the hardware, operating 
system, applications, database, and networks, among others. In 
addition, ZDM can be used to add nodes dynamically into an 
application network to expand its capacity. 

Part 4 – Active/Active Systems at Work 

After learning how to build an active/active system and having 
seen an example of a tool set needed to do this, Part 4 looks at some 
actual uses of this technology in place today. It also describes some 
related technologies and issues. 

5 Check with Gravic for availability of this feature. 
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We start in Chapter 14, Benefits of Multiple Nodes in Practice, by 
summarizing the various active/active system benefits that we have 
discussed in the book. These benefits include achieving extreme 
availability and very fast response time in the face of unplanned 
outages and even disasters, the elimination of scheduled downtime, 
the efficient use of all available processing capacity, the 
simplification of recovery testing, and application capacity expansion, 
both symmetric and asymmetric. 

In Chapter 15, Case Studies, we look at a variety of actual uses of 
active/active technology. Our examples come from a wide variety of 
industries, including financial institutions, telecommunications, travel, 
web services, brokerages, plant management, and even casinos. 

Finally, in Chapter 16, Related Technologies and Drivers, we 
explore some technologies that are related to availability. They 
include Grid Computing, the NonStop Server Advanced Architecture, 
Split Mirrors, the Real-Time Enterprise, Bulletproof Storage, and 
Virtual Tape. We also discuss the large number of regulatory 
requirements that may affect your availability decisions. 

Appendices

Throughout all three volumes of this trilogy, a variety of rules 
applicable to highly available systems have been stated. These rules 
are summarized in Appendix 1, Rules of Availability. These are 
annotated with volume and chapter so that their context can easily be 
found and studied. 

Appendix 1 is contained in both Volumes 2 and 3. The remaining 
appendices will be found in Volume 3. 

Appendix 2, Replication Engine Performance Model, sets forth 
the detailed mathematics behind the data replication engine 
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performance model summarized in Chapter 10, Performance of 
Active/Active Systems. It also structures the resulting model into a set 
of tables suitable for creating an Excel spreadsheet for convenient 
performance calculations. 

Appendix 3, Regulatory Requirements, summarizes the various 
regulatory issues that may have a bearing on the availability and 
operations of processing systems. These regulations are referenced in 
Chapter 16, Related Topics and Drivers.

Additionally, we asked a noted consultant in the field of highly 
available systems, Dr. Werner Alexi, President of CS Software, 
Concepts, and Solutions, GmbH, to provide his comments and 
critique on active/active systems. His views are presented in 
Appendix 4, A Consultant’s Critique.

Authors’ Notes 

You may have noted that this is a long book when both volumes 
are considered. As Winston Churchill said, “the length of this 
document defends it well against the risk of its being read.” To 
mitigate this, we would like to point out that most detail is 
summarized in snippets that can easily be scanned, often as rules. For 
instance, you might want to just hunt for the rules and read the 
supporting text. This will give you a good feeling for where we are 
trying to take you. 

In many places throughout this book, reference is made to HP 
NonStop systems. NonStop systems were originally developed by 
Tandem Computers to provide very high availability. Tandem 
Computers was subsequently acquired by Compaq Computers, and 
Compaq was then acquired by HP. HP has changed the name of the 
Tandem systems to HP NonStop servers. The authors have 
considerable experience with these systems. However, concepts and 
recommendations presented in this book are extendable to all types of 
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commodity systems to make them redundant, including HP 
Superdome, Windows Server clusters,  Unix clusters, Linux servers, 
and IBM Parallel Sysplex systems. 

Each of the chapters in this book has been written to be self-
standing at the risk of some repetition. Therefore, the reader is 
encouraged to pick and choose the topics of interest and to read only 
those chapters that apply. Adequate reference is made to other 
chapters to suggest further reading. 
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Part 3 – Infrastructure Case Study

In Part 3, we describe the architecture and characteristics of a 
family of available solutions for the practical implementation of 
active/active systems. Though there may be other products on the 
market today for achieving this goal, the authors are particularly 
familiar with the products described herein. It is intended that a 
thorough grounding in at least one solution family will give the reader 
a solid basis for evaluating various active/active system 
implementation products and for choosing those that are most suitable 
for any one specific project. 

We begin this discussion with a bit of infrastructure case theory. 
In Chapter 10, the results of a model for predicting many of the 
performance attributes of an active/active solution are summarized. 
The details of this performance model are relegated to Appendix 2. 

In Chapters 11 and 12, we describe the Shadowbase data 
replication engine and the SOLV online copy utility. Both are 
products from Gravic, Inc., based in Malvern, Pennsylvania, USA. In 
Chapter 13, we demonstrate how these products cooperate to 
implement Zero Downtime Migrations (ZDM). 


